*April 16 Notes

10. 20.30.40 8 bits.8 bits.8 bits.8 bits

\255\.(255,.\0{ 0, 255 . 255 . 255. 0

Network! | Node 128+64+32+16+8+4+2+1 = 255

CIDR: Classless Interdomain Routing CIDR Value & CIDR Notation
IP Address: 192.168.0.1
10.20.30. 40/18 - 8+38+2=18 Subnet Mask: 255.255.255.0
: . Binary Subnet Mask
To determine network or node: MMM 11111111.00000000
- Use subnet mask or CIDR \ !
IPv6: partially based on MAC AN CIDR VASEEy
address

CIDR Notation = IP Address/CIDR Value

CIDR Notation =192.168.0.1/24




*April 16 Notes

IPv6: partially based
on MAC address

Creation process of Modified EUI-64 from
MAC Address(EUI-48/MAC-48)

48 bit IEEE 802 MAC Address(EUI-48/MAC-48)
(Hexadecimal Format)

|‘/24 bits

Manufacturer |dentifier Device Id

entifier

FC:99:47:75:CE:EQ

_

24 bits

Split MAC Address(EUI-48/MAC-48)

FCI9G4.7

IS5 CEIED

Insert the 16-bit(2-byte) ¥

i ] 1
" Byte1 | Byte2 | Byte3
{1st Byte)  (2nd Byte) (3rd Byte)

16 bit !

" Bytel  Byte2  Byte3

(1st Byte)  (2nd Byte) (3rd Byte)

¥

Hexadecimal value FF:FE
between the halves

FC:99:47 |+|FF:FE|+|75:CE:EQ

(between the 3rd and 4th bytes)

64-bit Extended Unique Identifier (EUI-64)
(Hexadecimal Format)

1st Byte of (EUI-64)
(Binary format)

Flip the
7th bit (U/L bit or X bit)
(2nd Least Significant Bit)
of the 1st Byte(Binary format)

Modified 64-bit Extended Unique Identifier
(Modified EUI-64)
(Hexadecimal Format)

Byte 1
(1st Byte)
—

FIC:99:47:FF:FE:7

5:CE:EQ

1111111 1]1]0]0]

[(rst Biny [rand Bin)] 3rd Bity [cath &t | (sth 8it) [isth Biny [ (7th By [ st gin |

111]1(1{1]1[{1]0

[ st 8it) [i2nd Bin)[ (ard 8it) rath Bit) | (s5th Bit) [ (6th 8it) | (7¢h Bit) [ 8th Bit) |

2nd Least Significant Bit

of the first byte of EUI-64.

(U/L (Universal/Local) bit)
(X bit)

FIE:99:47:FF:FE:75:CE:EOQ

Byte 1
(1st Byte}




Rated speed: advertised what you are going to get
Throughput: what speed you actually get

- No Service Level Agreement [SLA] for ADVERTISED vs. ACTUAL
residential! FIBER OPTIC PERFORMANCE

- Business lines get SLA ADVERTISED ACTUAL
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Bandwidth Bandwitht
Gigabit speeds Variable speeds

Type of
Service

Reliability Reliability

100% uptime Occasional outages

Service
Contract

A good SLA is relevant to
the customer and
achievable for the

company.

a1 all

Scalability Scalability

Easily expandable Potential limitations

AccuTech Communication
www.accutechcom.com

Conditions Gauarantee




Gigabit Switches: Shared Speed and Throughput

Gigabit Switch

1 GBit FIOS Pipe |messsp>

Cat 6 cables

each!

THE PIPELINE

Loxisim ifraum Soboe 11 BT, COrdaCtitr sy o, S
vl v wniam, cu noratiud ecitton

Cannot go over 1 Gbit |m)-

Mbit




Pizza Pie
Contains 8 slices and cannot eat more

Pizza fractions

One half One third One quarter One sixth One eighth

Pizza Fractions

8 Eighths



Multiplexing: allow for multiple users
- Shared link
- Send at same time
- Multiple messages at once

Multiplexing and demulitiplexing

Outputs

\ Shared medium
—_—

Multiplexer Demultiplexer

- Multiplexer consolidates signal
- Demultiplexer separates signal
- Signals will not interfere

- Signals can be voice/data

Multiple Channels
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TDMS: Time Division Multiplexing
- Transmits signals by dividing time frame into several slots

Data Flow

—

D C B

Time Division Multiplexing

Time Division Multiplexing (TDM)

Input Lines
saul] 3ndinQ

3123456789101112@

Data Flow




Quality of Service: how much time server is down per year
- 99%: 1 hour down per year; bad
- 99.999%: good uptime

190, 581 1
0.41 0.40

-

01:24:08

Ubuntu 18.04.5 LTS x86 64
: VirtualBox 1.2
: 5.4.0-54-generic

1 hour, 20 mins




Latency: Time delay in sending information

900 ms

Latency = 800 ms + 900 ms = 1.7s

Network Latency




Jitter: random delay of latency
- High variability

What is Jitter?

Jitter is a variation in the delay of the received packets.

No Jitter

Destination

il

With Jitter




Errors: % of incorrect packets

What is Acceptable vs. High Packet Loss?

L 4
2

&
@

Acceptable Packet Loss Moderate Packet Loss High Packet Loss

Less than 1% or 0.1%

2% -5%

Above 5%

Common causes of packet loss

mm

Metwork Hardware faults or Wi-Fi nterference
congeastion misconfigurations or weak signal

software or security attacks ISP issues or traffic
firmware bugs (DS DD0S) management




Availability:
- % of time resource is available, ie: server, Internet connection

The Nines of Availability

Availability percentages vs service downtime

Downtime Downtime Downtime per

per year per month week

90% (one nine) 36.5 days 72 hours 16.8 hours
99% (two nines) 3.65 days 7.20 hours 1.68 hours
99.5% 1.83 days 3.60 hours 50.4 minutes

Availability %

99.9% (three nines) 8.76 hours 43.8 minutes 10.1 minutes
99.95% 4.38 hours 21.56 minutes  5.04 minutes
99.99% (four nines) 52.56 minutes  4.32 minutes 1.01 minutes
99.999% (five nines) 5.26 minutes 25.9 seconds 6.05 seconds
99.9999% (six nines) 31.5 seconds 2.59 seconds 0.605 seconds
099.99999% (seven nines}  3.15 seconds 0.259seconds  0.0605 seconds

Availability

the percent of time a system
spends in a functional state.
24 hours total

— nousw  |REEEY




Dedicated Lines: T1 Circuit (1.5 MB)
- Tl 15 Mbps 1 channel speed = 64 Kbps

64 Kbps/channel x 24 channel = 1536 Kbps

- Dedicated Link; point to point with SLA -

1

- No one sharing line — |-
- Demarcation

/ ™ F )
DEDICATED | .| SYMMETRICAL
BANDWIDTH G Tl lineg SPEEDS

1.544 MBPS
_ Y, e

T1 Circuit has 24 Channels.

BENEFITS

and

HIGH
RELIABILITY
- Leased lines

- Do not go to web
- Can connect to office that routes to web




Quality of Service (Qo0S):
- Prioritize traffic
- Real time traffic (voice) gets priority
- Email is low priority

What is QoS?

Recreational
Misson-Critical
GtHer(BUsinessRelateg)’

Audio .
Video _ : :
Video Video: BW Queue + DSCP WRED 1
Traffic | :
¥ Total Available

Bandwidth

e
Traffic )
File Transfer




Traffic Shaping:
- Only approved applications, ie: email
- Not approved: Youtube, Facebook, etc

WITHOUT SHAPING

ANY OTHER DATA

ANY OTHER DATA




Network Operations Center [NOC]:

- Runs datacenters

- Help to see problems from a higher level
- Can NYC communicate with other datacenters in USA?

- Global picture

- Monitor servers, websites, databases, routers

- Software helps to monitor system, ie: bad hard drive
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