
March 12 Notes
DHCP: IP address held by client for however much time set up for:  lease
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March 12 Notes
ping command: ping www.yahoo.com > convert to IP address > 
uses DNS server to convert > get IP Address > subnet mask will 
determine network and node > sees yahoo.com is not on local 
network > sends ping packet to default gateway [usually a router]

http://www.yahoo.com/


March 12 Notes

Packet on same network:
Looks for MAC address > MAC on same network > local delivery > 
[MAC address is Manufacturer ID + Network ID > Broadcasts 
message to all computer on network > MAC addresses are NOT 
routable!



 March 12 Class Notes Part 2

IP Addresses allow 
computers to connect to 

network
ROUTABLE!!

Routable IP addresses 
allow the Internet to 

exist
No routable 

addresses; no 
Internet!
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How many bits in IPv4 
address?
32 bits

8 bits times 4

ARPANET – first routable network
- Precursor to Internet

- Data is chopped up into packets
- Packets bounce from router to router
ARPANET is a packet-switched network
- Each packet takes a different network 

path
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Packet switching network
Packets are split up, take separate routes

Reassembled at desitnation

Packets split up

Reassembled at 
destination
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Connected networks with a common protocol:
TCP/IP

Standards bodies make protocols; not government 
agencies or manufacturers



 March 12 Class Notes Part 2

Example of a standard: USB-C
Voltage, length, data transfer

Example of protocol standard: Wifi 802.11



Standards 
making bodies 

use RFCs:
Request for 
Comments

Client-Server Model

Standards allow for 
interoperability



Client-Server Process uses protocols to communicate:
SMTP & IMAP [email]

HTTP [Web]



Data Encapsulation
Each layer is placed in envelope
Information added at each level



OSI Model – 7 Layers



OSI Model – 7 Layers
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OSI Model
Allows for changes; Modularity; Layering

Cables, connectors

MAC, topology

IP addresses

TCP & UDP

Email, browser

.doc, .jpeg

Est. connections

Change 
cables

Change 
IP 
address

Change 
application



TCP vs UDP

TCP
Host to Host; reliable

UDP
connectionless;

broadcast;
fast



Protocol Review

http: not secure
https: secure; 
browser adds 

protocol 



Protocol Review

Email: knows SMTP, 
IMAP, POP3 

protocols

IMAP



Protocol Review

TCP handshake: 
3 way to 
confirm 

connection

SYN:
Synchronize

ACK:
Acknowledge



Message Syntax

3 pieces: Trailer, Data/Payload, Header

Error 
detection & 
correction

Email, file, 
web page

Source, 
destination, 
protocol



Error Detection known as CRC

Error detection: divide by prime #; get a remainder; 
should be the same as sender; if not, something was corrupted

Remainder 
calculated 
by sender

Data sent 
to receiver

Data 
received

Remainder 
calculated 
by receiver

Same 
remainder; 
message 
intact

Different 
remainder; 
message 
corrupted

Request 
resend of 
message [TCP]



Ports

Port Numbers: identify particular service or application on server 

1 Physical Computer Server 

Web Server 

Email Server

Database 
Server

Service Ports

Port 443

Port 25

Port 3306

www.yahoo.com:443 – connect to Yahoo.com on secure 
server port number 443
www.yahoo.com:80 – connect to Yahoo.com on regular 
server port number 80

Servers are 
listening on 
open ports

http://www.yahoo.com:443/
http://www.yahoo.com/


Socket

Sockets

Socket is an IP address plus a port number

1 Physical Computer Server 

Web Server 

Email Server

Database 
Server

Service Ports

Port 443

Port 25

Port 3306

Client PC 
with an IP 
address

So
ck
et

Socket



Ports Details

65,535 ports in total
Each is a different service

Service Ports

Port 443

Port 23

Port 25

Service or Application

Port 21 ftp: file transfer protocol

telnet: connect to another computer

Port 80 http: regular web server

SMTP: email server

https: secure web server

Port 37 Time protocol: used for logs, receipts, transactions



Ports Details
3 categories of ports:

Well known– Registered ports – Dynamic Ports

Category Port numbers

Well Known 1-1023; standard ports across all operating systems

Registered 1024-49151; bought by corporations; not universal!

Dynamic 49151-65535; return information to client, ie: web 
server information

65535 65535



Ports Details

How Do Dynamic Ports Work?
Randomly Selected

Web Client 
Computer Web Server

Request from 
client

Port 
80

Data from 
server

Comes back on 
random dynamic 
port, ie:
Port 49153
Port 50181 Note: can be 

a web server, 
email server, 
game server



Encoding
Taking data and turning it into 0s and 1s

Text into data

ASCII: American Standard Code for Information Interchange

Computer interprets capital “S” as the number “83” 
when the capital “S” is pressed on the keyboard



Encoding
Other character sets used

Kanji: Japanese characters

UTF8: Wide range characters @ 1.1 million
 - Universal character set for all possible languages, 

including historical languages, Braille, music, or emojis
 - Used on more than 20 billion devices worldwide



Parity Used for Error Detection
Check for number of 1’s

01 01 10 01 – even number of 1’s

01 01 11 01 – odd number of 1’s

On an even 
parity system, 
an odd # of 1’s 

is wrong

Single bit errors only
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