March 12 Notes

DHCP: IP address held by client for however much time set up for: lease

Windows IP Configuration

Host Name . . . .« « « « « « . : HE-GBILABE

Primary Dns SuFle .« « « .« . . : BC.Baruch.Cuny.Edu
Node Type . . . . « « « « « . 1 Hybrid

IP Routing Enahled .« « « « « . 1t No

WINS Proxy Enabled. . . . . . . . : No

DNS Suffix Search List. . . . . . : BC.Baruch.Cuny.Edu

Ethernet adapter Ethernet:

Connection-specific DNS Suffix . : bc.baruch.cuny.edu

Description . . . . . . . . . . . : Intel(R) Ethernet Connection (1t) I219-LM
Physical Address. . . . . . . . . : BB-BE-U3-D7-35-BF

DHCP Enabled. . . . . .« « .« @ Yes

Autoconfiguration Enahled .+« . ! Yes

Link-local IPv6 Address . . . . . : fe80::9b87:eb32:6839:6551%5(Preferred)
IPvl Address. . . . . . . . . . . : 18.30.124.132(Preferred)

Lease Obtained. . . . . . . . . . : Friday, March 13, 20826 7:32:20 AM

Lease Expires . . . . . . . . . . : Saturday, March 21, 2026 7:32:21 AM
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Network-Node Octets Based on Subnet Mask

Subnet mask

o

Network




March 12 Notes

ping command: ping www.yahoo.com > convert to IP address >
uses DNS server to convert > get |IP Address > subnet mask will
determine network and node > sees yahoo.com is not on local
network > sends ping packet to default gateway [usually a router]

ping www.yahoo.com > Convert to IP > DNS server

User runs command Hostname needs |P address Resolves name to IP

y

IP address returned } Subnet mask check } Mot local network

e.g. 96.137.11. 164 Metwork vs node portion yahoo.com is external

y

Default gateway

Sends packet to router



http://www.yahoo.com/

March 12 Notes

Packet on same network:

_ooks for MAC address > MAC on same network > local delivery >
'MAC address is Manufacturer ID + Network ID > Broadcasts
message to all computer on network > MAC addresses are NOT

Packet on same network

Looks for MAC address } MAC on same network 9, Knows it will be

Packet on same network Local delivery local delivery

y

MAC address > Broadcast message > NOT routable!

Manufacturer [D + Network [D Sent to all computers MAC stays local only




* March 12 Class Notes Part 2

What is an IP Address?

IP Addresses allow
computers to connect to A v o o2027)

\ IPv4
N 32 Bits

network —— N\ s

RO U TA B L E I | Private IP Address Public IP Address

192.168.1.10 j—~- 203.0.113.55

* Local Network Use e Global Internet Use

* Not Routable on the » Routable on the Internet
Internet

Routable IP addresses
allow the Internet to ~I -
exist S e
No routable
addresses: no B Nework
Internet!
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How many bits in IPv4
address?
32 bits
8 bits times 4

ARPANET — first routable network
- Precursor to Internet
- Data is chopped up into packets
- Packets bounce from router to router
ARPANET is a packet-switched network
- Each packet takes a different network

ARPANET
MARCH 1972

IPv4 Address Format

185.107. 80 . 231

Octet Octet Octet Octet

10111001 . 01101011 '|01010000|'|11100111|
| | |

1 byte = 8 bits 1 byte = 8 bits 1 byte = 8 bits 1 byte = 8 bits

4 bytes = 32 bits

Packet 1
>

~ *Packet 1

Packet 2
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Packet switching network

Packets are split up, take separate routes
Reassembled at desitnhation

© Encyclopaedia Britannica, Inc.

packet switching

Reassembled at
destination

ARPANET
MARCH 1972

(4} 3} 2}{1]

[4H 31 2}{1]
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Connected networks with a common protocol:

—
— T—
——

B —

e

Transmission Control Protocol/Internet Protocol

I

Standards bodies make protocols; not government
agencies or manufacturers
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Example of a standard: USB-C
Voltage, length, data transfer

ssai ssif ss¥ ss<&p (o (40<

Thunderbolt™ 4

UsB 3.2 UsB 3.2 UsB 3.2 USB3/DP USB4 20 USB4 40
SGb/s 10Gb/s 20Gb/s

Example of protocol standard: Wifi 802.11

802.11 Wireless Standards

X IEEE Standard 802.11a 802.11b 802.11g 802.11n 802.11ac
802.11b LOWEStdCOSt,' Sig[‘la| rsmge is gOOd if’j{li?]tcrg:ﬂ]?\/tlmtszifgr()??t?ee Y Ad ed 1999 1999 2003 2009 2014
ang not easily obstructe unregulated frequency band ear ﬂpt
b s st gLl Highest cost; shorter range signal 5GH 2.4 GH 2.4 GH 2 4/5 GH 5GH
21 frequencies prevent signal . ’ . IEI'I Z . Z . z . z z
80 a interference from other devices that is more easily obstructed w
Fast maximum speed; signal range Costs morefthan 80&‘”“ appllian((:jes Max. Data Rate 54 Mbl:ls 11 Mbps 54 Mbps 600 Mbps 1 ths
is good and not easily obstructed AR A0 Gl A WA B
signal frequency
. _— Typical Range
Fastest maximum speed and best Stangardégg%t yethfmahzec:; Cols!s‘ P * 9 100 ft. 100 ft. 125 fi. 225 ft. 90 ft.
802.11n signal range; more resistant to signal more t fm -9 tl e usefo mu»tlhp © Indoors
interference from outside sources signals may greatly interfere wit
nearby 802.11b/g based networks
Typical Range
Jpesw 400 ft. 450 ft. 450 ft. 825 ft. 1,000 ft.
Outdoors




Standards allow for

Standards interoperability
making bodies

use RFCS: ' The Layers of Interoperability
Re q u e St fo r Foundational Defining the inter-connectivity

Interoperability requirements of data

Structural Defining the syntax and format
Interoperability of data

Comments

Workstation

Smartphone Internet

Client Server




Client-Server Process uses protocols to communicate:
SMTP & IMAP [email]
HTTP [Web]

| Client Server Using HTTP

HTTP Request

method: GET
path: /index.html

HTTP Response

status: 200
content-type: /index.html

Server




Data Encapsulation
Each layer is placed in envelope
Information added at each level

DATA ENCAPSULATION
AND DECAPSULATION

ENCAPSULATION DECAPSULATION

’ DATA DATA
D SEGMENT SEGMENT
PACKET PACKET




OS| Model — 7 Layers

OSI MODEL
o / 7. Application Layer

==

6. Presentation Layer CONNECTS USER APPS TO

NETWORK SERVICES

/ 5. Session Layer
™|

TRANSLATES, ENCRYPTS,

COMPRESSES DATA M i
g

4. Transport Layer MANAGES COMMUNICATION SESSIONS

[poo ®

DELIVERS DATA BEWEEN HOSTS
RELIABLY AND EFFICIENTLY

3. Network Layer

2. Data Link Layer ROUTES PACKES ACROSS NETWORK

Jee o

- 1. Physical Layer
PACKAGES BITS INTO FRAMES -EH/
AND CHECKS FOR ERRORS M

SENDS RAW BITS AS SIGNALS
OVER PHYSICAL MEDIA

All

People
Seem

To

Need
Data
Processing

Software Layer

w3 Heart of 05I

Hardware Layer



OS| Model — 7 Layers

OSI Model
Data Layer

Application ) .
(oata | aBEEREON
Application .
( = Presentation
i ““and enepion /| -dOC, .jpeg
(SEngHt{ End-tl;r—.gngﬁ nnec:tmns ) TCP & UDP
and Reliability
Network
Packets etermina _
( I and TSTLEQILE“ ﬂgd?ggaﬁmg} = P addresses
- ™
( FrameaI E!EEJE] LTIr,:( MAC, topology

(Phyiscal addressing)

PROCESSING = - ,
% g Processing




OSI| Model

Allows for changes; Modularity; Layering

OSI Model

Data Layer
( Data I Al )
Application
X Presentation
( Data Data Representation

and Encryption

Session
( Data I Interhost Communication

e Wy Wy

( I Transport. B
Segments|  End-to-End Connections
and Reliability J
S TG < Change
( PEEkEtSI Path Eﬁ_tﬂm%léﬁﬂn_ |P
and |IP (Logical Addressing) = "

address

- =,
( Fra mesI QEE.HIJ]LTI&

(Phyiscal addressing)  /




TCP vs UDP

TCP
Host to Host; reliable

(« Slower but reliable
transfers

o Typical
applications:

e Email
o Web browsing

Reliable Data Transfer

UDP
connectionless:
broadcast; ; "« Fast but non-
_ guaranteed transfers
fast D IEDIA (“best effort”)
+ Typical applications:
e VoIP

e Music streaming




Protocol Review

http: not secure

httpSZ SECUre, ~| =
HEn
browser adds

protocol

Browser Secure data Website's Server

HTTP vs HTTPS

Insecure Connection Normal HTTP

SSL Certificate

Encrypted Connection Secure HTTPS




Protocol Review

Email: knows SMTP, POP3 / IMAP
IMAP, POP3 ~~ &
protocols

Receiver

v’ Eé SMTP SMTP
M = ’ Internet ' %
2 Mail
%Server

N

Reciever




Protocol Review

TCP ha N dSha ke: Let's connect! I'll

number m e
3 Way tO messagasystarling ﬁ
. at 456
confirm

. Got it! I'm ready for
con necnon - message 457. Also
I'll number my
meassages starting

SYN: with 123
Synchronize Great I rcady for
ACK:
Acknowledge

TCP 3 Way Handshake

: —p —_,___7___7___7seq =100 {X) i

I == S ___,--.-" x+1) ‘= [ |

-
e |

ESTABLISHED

o Client .
erver

| _7___7___7___7___7___7___ |
| = __jeq =101, Ack = 200 (y+1) - I\\
___7___ﬁ__’_—l //

|
F ]




Message Syntax
3 pieces: Trailer, Data/Payload, Header

Data Packet Structure

* Sender & Receiver IP
Header -pitketnumber

Payload * Protocol
*Data bein
Payload ’
Source, Email, file, | |Error y transported
dESﬁnaﬁOn, web page detection &
protocol correction *End of packet

TI"EI I.E ' *Error Checking Protocol

Network Packet Structure

Origin of the packet The data being sent Detects any errors
Destination of the packet Contains a unique identification Ensures data accuracy
Controls information number Verifies integrity




Error Detection known as CRC

Error detection: divide by prime #; get a remainder;

should be the same as sender; if not, something was corrupted

Data sent Data
to receiver received

Remainder
calculated
by sender

Remainder
calculated
by receiver

The Remainder

is the po rt' of the dividend that cannot be
fai Iyd ided by the divisor.

5 — quoti

divisor 4= 2 [T1 —» dividend e

Same
remainder;
message

Intact

]—>md

Different
remainder;
message

corrupted

Request
resend of
message [TCP]

Error sending file

Your file couldn't be sent at this time.
Please try again later.

FE IF-IT‘*S IM'PI]IIIIINT

STHEY'RE GONNA SEND=<2
b ITAGAIN, RIGHT?



Port Numbers: identify particular service or application on server
1 Physical Computer Server

Servers are

listening on Port 25

open ports

Email Server

Database
Server

www.yahoo.com:443 - connect to Yahoo.com on secure
server port number 443

www.yahoo.com:80 - connect to Yahoo.com on regular
server port number 80



http://www.yahoo.com:443/
http://www.yahoo.com/

Socket is an IP address plus a port number

1 Physical Computer Server

Client PC
with an IP
address

Email Server

Database
Server

Part 2324

SOCKETS

e —FPort 23

CLIEWT PC
1M0.1.1.5

R unning Telnet Client

10114
ver on D efault Telnet Port




Ports Details

65,535 ports in total WHAT IS PORT 21 USED FOR?
Each is a different service 1

Service or Application

Port 21 | | ftp: file transfer protocol
Port 23 telnet: connect to another computer

W http: regular web server
MTP emallserver

Time protocol used for logs, receipts, transactions

HYPERTEXT

H PS TRANSFER
I I PROTOCOL

SECURE




Ports Details
3 categories of ports:
Well known— Registered ports — Dynamic Ports

Category

Well Known 1-1023; standard ports across all operating systems
Registered 1024-49151; bought by corporations; not universal!

Dynamic 49151-65535; return information to client, ie: web
server information

NETWORK PORTS WELL‘EE-PSDWN EPEI!'!]Eﬁ_yAL

ml 49152 - 65535 Ports 0-1023 PurtﬂimEIIEE 6555

"The Front Door” "The Heturn Address
(HTTP, SSH, DNS) (Temporary, Random)




Ports Details
How Do Dynamic Ports Work?
Randomly Selected
Web Client
—
client

Comes back on

random dynamic
port, ie:

Port 49153

Port 50181

Note: can be
a web server,
email server,
game server




Taking data and turning it into Os and 1s
Text into data

ASCIl: American Standard Code for Information Interchange

SASCIL | Char | Hex | Bin

o | o | s |owoms
ASCII
e e [ oo

0101 0011

s oo
o Jo] Jo ol ] 1

I I R

Computer interprets capital “S” as the number “83”
when the capital “S” Is pressed on the keyboard




Other character sets used
Kanji: Japanese characters

s~Fl oo o1 o2z 03 04 05 06 0OF 08 08 10 11 12 13 14 | 15
0 |MUL DLE SP @ 0 @ P " b *EE - v *

1 |soH Dot 1 A O a o . 7 F 4

2 |5T¢ Doz ” 2 E = b r [ 1 , A

3 | ETX DC3  # 3 C 5 C 5 | 7 T T

4 |EOT DC4 % 4 D T d t I § ¥

5 | EMG MAKS % 5 E N B L + F . T + 1 F&  OF
f |ACK SYM & ; F Y i W F F 7 il - 3 ESE
7 | BEL ETE ° 7 G W z W = OE 7 T 3 s B O
5 | BES CAM g H ::{ h x i 4 T !

9 | HT EM @ 3 e | Y i W v ' J !

10 | LF suB . * : J 7 i z I ] " |

11 | ¥vT EsSC  + : K. [ k { i 1 E N

12 | FE  F=s , { L Y | | & 4 P, )

13 | CR | G5 - = M ] m } 1 i A, v

14 | 50 RS . > I i h — 3 it i

15 | 51 us @/ & 0 o | DEL v ) 7 *5E

UTF8: Wide range characters @ 1.1 million
- Universal character set for all possible languages,

including historical languages, Braille, music, or emojis
- Used on more than 20 billion devices worldwide




Parity Used for Error Detection
Check for number of 1’s

01 01 10 01 - even number of 1's
01011101 - odd number of 1's

On an even
parity system,
an odd # of 1's
IS wrong

Single bit errors only
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